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Extreme challenge to keep pace with the exponential increase in cyber security requirements
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SYSCOM-/Program-unique security controls Recognition of the Need for a Centralized Navy Plan CYBERSAFE addresses security controls for a subset of
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SPAWAR-led IT/IA Technical Authority Board (TAB) Plays a Key Role in Each
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/ Risk Management Framework (RMF)

Step 6
MONITOR

Security Controls

Determine impact of changes to the
system and environment

Assess selected controls annually
Conduct needed remediation

Update Security Plan, SAR and POA&M
Report security status to AO

AO reviews reported status

Implement system decommissioning
strategy

Step 1
CATEGORIZE

System

* Categorize the system in
accordance with the CNSSI 1253

= |nitiate the Security Plan

* Register system with DoD
Component Cybersecurity Program

= Assign qualified personnel to RMF
roles

Step 5
AUTHORIZE

System

Prepare the POA&M

Submit Security Authorization Package
(Security Plan, SAR and PAO&M) to AO
AQ conducts final risk determination

AO makes authorization decision

TLRMF
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Step 4
ASSESS

Security Controls

Develop and approve Security
Assessment Plan

Assess security controls

SCA prepares Security Assessment
Report (SAR)

Conduct initial remediation actions

Step 2
SELECT

Security Controls

= Common Control Identification

» Select security controls

= Develop system-level continuous
monitoring strategy

* Review and approve Security
Plan and continuous monitoring
strategy

= Apply overlays and tailor

Step 3
IMPLEMENT

Security Controls

* Implement control solutions
consistent with DoD Component
Cybersecurity architectures

* Document security control
implementation in Security Plan

Cannot Mitigate Every Vulnerability—RMF Provides a Means to Understanding Risk and

Enables a Full DOTMLPF Approach to Cybersecurity (Protect, Detect, Respond)




% Baseline Configuration
Critical to Understanding Cyber Risk

= [T/IA TAB endorse data standard, invoke to support CM
= |nstitute policies to ensure SYSCOM, POR compliance w/ standard

Standards

= Establish strict material, configuration controls of selected cyber configuration items
= Implement processes to assist Fleet w/ Cyber CM

= Leverage FCC pilot tools to audit/validate operational use of certified baselines

Material Controls

= Integrate pilot events into cyber security inspections and CYBERSAFE certifications

Certification

SPAWAR 5.0 Cyber Risk Assessment Methodology

Develop

Scope
platform,
mission, and
architecture

ID systems
of interest
across
mission
areas

Develop
baseline
modeling
architecture

specific risk
/ mitigation
sets based
on
architecture
(risk cubes)

Prioritize
mitigations
based on
mission
impact

| | L L |

Cyber Risk = f(Threat, Vulnerability, Consequence)
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Status Quo Near Term Long Term
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CYBERSAFE Specs & v Acauisition ch v
{
Mitigation via requirements Mitigation via
Acquisition CONOPs/TTPs System Re-design

_________________________________________________________________ Intel driven
re-evaluation

CYBERSAFE Program will focus on Mission Assurance of critical warfighting capabilities
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Information Technology /
Information Assurance
Technical Authority Board
(TAB)

PRINCIPAL MEMBERS
SPAWAR
(TAB CHAIR)
NAVSEA NAVSUP
NAVAIR MARCOR
NAVFAC DASN RDT&E

STAKEHOLDERS
'+ PEOs/PMs + FCCIC10F
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« HQMC C4 « DON CIo
+ DDON (MC) CIO

IT Working Group

With SPAWAR assigned as the Navy’s IT and |A
Technical Authority, the TAB plays a critical role in:

v RMF

= Security Controls Assessor role and criteria/processes
= Cybersecurity technical warrants issued to other SYSCOM SCAs

V¥ Cyber Baseline Configuration

= Use baseline configuration data to perform end-to-end cyber risk
assessments of whole platforms and potential impact to
operational missions

= Hold Ship Commanding Officers accountable to maintain CM

Vv CYBERSAFE

= Provide the criteria, specifications and standards to support
CYBERSAFE

The TAB’s Cybersecurity Imperative:

View Our Systems and Networks the Same Way Our Adversaries Do!



